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1. O0mue MoJI0KeHu

1.1. leau u 3aa44 TUCHUILJIMHBI

Wzyuenne nucrumiuabl « Kpunrtorpaduyeckine MeTo bl 3aIUTh HHGOPMAII» UMEET LEIbI0 OBJIaICHUE
OCHOBHBIM MaTE€MaTHYECKUM ammapaToM HCCIENOBaHUS (HOPMaIM30BaHHBIX CTPYKTYp, (OpMHUpOBaHHUE
JIOTMYECKOTO M CHCTEMHOTO MBIIUICHUS CTYyAEHTOB. Llenmpio mpenojaBaHusi AMC-IMIUIMHBI SBISETCS
M3J10)KeHUE OCHOBOIIOJIATAIONIMX TPUHIIMIIOB 3aIUTHl HH(OpMAIMK C MOMO-IIBI0 KPUOTOTpapuIecKux
METO/IOB M IPUMEPOB PEATH3alNU TUX METOJIOB Ha MPAKTHKE.

B mporpecce u3ydeHus] TUCIIMILTAHBI CTYICHT OCBAaMBAET CIICAYIONIUE 3a/aHHBIC TUCIUILTHHAPHBIC
KOMIIETEHIUH 10 HanpasiaeHusaM noaroroBku 090900.62 n 090303.65:
1) cnocoOHOCTBIO TIPOBOAWTH aHATW3 WHOOPMAIIMOHHOH O€30MacHOCTH OOBEKTOB M CHCTEM C
MCIIOJIb30BaHHEM OTEUECTBEHHBIX U 3apyOekHbIX crangapToB (I1K-21);
2) cnoCOOHOCTBIO NMPUHUMATh yYacTHE B OpraHM3allMd KOHTPOJIBHBIX MPOBEPOK pabOTOCIOCOOHOCTH
A(PPEKTUBHOCTH MPUMEHSIEMBIX POTrPaMMHO-AINMAPATHBIX, KPUNTOTPaQUIECKUX U TEXHHYECKHX CPEIICTB
samuthl nHGopmanuu (ITK-27);
3) cmocOOHOCTHIO N3ydaTh U 0000IIATE OIBIT PA0OTHI APYTUX YUPEKICHHUN, OPraHU3alnui U MPeATPUATHHA
B 00Js1acTH OBBIMIeHUS YPexTrBHOCTH 3anuThl nHPopmanun (ITK-28).
3amaun JUCIUIUTMHBI — 1aTh OCHOBBI:
1) cucTteMHOTO TOJXOJa K OpraHWU3allMH 3alluThl WHPOpPMAIMH, Tepe/aBaeMoil M o0pabdaThiBaeMOit
TEXHUYECKUMH CPEJICTBAMU Ha OCHOBE MIPUMEHEHUS KPUIITOTpaPUIECKUX METO/IOB;
2) IpUHLMIIOB CUHTE3a M aHaIM3a U(pPOB;
3) MaTeMaTH4eCKUX METO/IOB, UCTIONB3YEMBIX B KPUIITOAHAITU3E.

1.2. U3yyaemble 00beKTbI TUCUUILIAHBI

1) aIropuT™MBI HOTOYHOTO HIU(PPOBAHMUS;

2) aNropuTMBbI OJIOYHOTO MIH(PPOBAHHSI,

3) anropuTMBI BEpOSTHOCTHOTO MIM(POBAHMUS;
4) xpuntorpapuuecKre MPOTOKOIIBI.

1.3. Bxoanbie TpeGoBaHus

|He MPESYCMOTPEHBI

2. [InanupyemMble pe3yJibTaThl 00y4eHUsI MO AUCUHUILIMHE

WNHauKaTop JOCTHKEHUS
KOMIETEHLIUH, C KOTOPBIM Cpencrsa
COOTHECEHBI IIJTAHUPYyEeMble OLIEHKH

pe3yibTaThl 00y4eHUs

[Inanupyemsble pe3ynbTaThl
0o0yueHus Mo AUCLUUIUINHE
(3HaTh, yMETh, BIAJIETh)

Nunexc

Kommereunnus
WHIUKaTOpa




IInanupyemsele pe3ynbTaTsl

Nupukatop nOCTHKEHUS

Wunexc KOMIIETEHLIUH, C KOTOPBIM Cpencrsa
KOMHCTGHHH;{ HHIUKATOpa O?;ZiiH;thTHLH;?Z;:;f)Ie COOTHECCHEBI INIaHUPYEMBIC OLICHKH
’ ’ pe3ybTaThl 00yUeHUs
OIIK-9 N-1011K-9 (3HaTh - OCHOBHBIE 3HaeT npuHUUIbI nocTpoeHus [KoHTposibHas
NPUHIUTIBI TOCTPOSHUS CHUCTEM U ceTei pabora
KPUITOAITOPUTMOB. PIIEKTPOCBSI3U; COBPEMEHHBIE
BU/IbI UH(OPMAIIIOHHOTO
3HaTh — OCHOBHBIE METO/Ibl  [B3aUMOJICHCTBUS U
neimn@poBaHus; CTaHAAPTHI |00CTYKUBAHUS
cHCTeM IMIH(POBaHUS. TEJIEKOMMYHHKAIIMOHHBIX
CeTell M CHCTEM; OCHOBHBIC
3natb — TeopeMa Kyka, NP- [monstus v 3amaun
MOJIHOTA. KkpunTorpadumu,
MaTEeMaTHYECKUE MOJIEIN
3HaTh — BEPOSTHOCTHOE KpUnTOrpauyecKux CUCTEM;
muQpoBaHue. OCHOBHbBIE BUJIbI CPEJICTB
KpUITOrpaduaecKOi 3aluThI
YMeTb — CTPOUTH nHpopmaruu (CK31),
COBpEMEHHbIE BKJIIOUasi OJIOYHBIE U
P PCUCTEMBI. MMOTOYHBIE CHCTEMBI
muQpoBaHms,
YMeTh — popMynupoBaTh  |[KpunTorpaduyeckue
[MOCTaHOBKU 3aja4 CUCTEMBI C OTKPBITHIM
KpUNTOAHAIN3a U HaXO-JIUTh |KITFOYOM,
HOJXObI K UX PELICHUIO KpUnTorpaduieckue Xe-
GyHKIMH 1
Brnagers — Kpunrorpaduiyeckre
KpunTorpadhudeckon MTPOTOKOJIBI; HAIIMOHAIBHEIE
TEPMUHOJIOTHEN; MeToAaMu |cTanaapThl Poccuiickoit
KPHUITO-aHATN3a ®denepaunu B o0mactu
MPOCTEHIINX HIH(PPOB; KpunTorpaduyeckon 3aimThl
COBPEMEHHOM HAy4YHO- nH(popMauu 1 chepbl UX
TEXHUYECKOW JTUTEpaTypoil B{IpUMEHEHHUS;
obmnacTu KI1acCU(UKAIHIO U
KpUNTOrpaduieckoit KOJIMYECTBEHHbIE
3aIUTHI XapaKTEePUCTUKA
TEXHUYECKUX KaHAJIOB yTEUKU
nH(pOPMAIIH; CTIOCOOBI 1
CPEeICTBA 3aILUTHI
WH(pOPMALUH OT YTEUKH I10
TEXHUYECKUM KaHajlaM U
KOHTPOJIS 3 (HEKTUBHOCTH
3aIuTHl THPOPMAIIHH;
OpTaHM3AINIO 3AITUTHI
WH(POPMAIIUH OT YTEUKH I10
TEXHUYECKUM KaHajlaM Ha
o0beKTax nHpOpMaTH3AIHH;
OIIK-9 N/1-20I1K-9 (3nath - OcCHOBHBIE YMeeT mpoBOJUTH aHAIIN3 KomnokBuym

IPUHIUIIBI IOCTPOEHUS
KPHUIITOAITOPUTMOB.

3HaTh — OCHOBHEIC MECTOAbI

nokasarenei 3pexTuBHOCTH
CEeTeH U CHCTEM
TeIEKOMMYHUKAINN 1
KauyecTBa




IInanupyemsele pe3ynbTaTsl

Nupukatop nOCTHKEHUS

Wunexc KOMITETEHIINH, C KOTOPBIM Cpencrsa
KOMHCTGHHH;{ HHIUKATOpa O?;ZiiH;thTHLH;?Z;:;f)Ie COOTHECCHEBI INIaHUPYEMBIC OLICHKH
’ ’ pe3ynbTaThl O0y4YCHUS

nemr$pOBaHUS; CTAHAAPTHI |[TPEIOCTABIISIEMBIX YCIIYT;

CUCTEM IIM(PPOBAHHUS. [MPUMEHSATh MaTEMaTHICCKUC
MOJIENIH IS OLIEHKU

3nath — Teopema Kyxka, NP- |croiikoctu CK3;

OJIHOTA. ncnonb3oBath CK3U B
aBTOMATHU3UPOBAHHBIX

3HaTh — BEPOSTHOCTHOE CHCTEMAX; I0JIb30BaThCS

mrQpoBaHUe. HOPMAaTHBHBIMH
JTOKyMEHTaMH B 00JacTu

YMeTh — CTPOUTh TEXHHYECKOH 3aIUThI

COBpPEMCHHBIC nH(pOpMaIK; aHATM3UPOBATH

U PCUCTEMBI. W OIICHUBATH YTPO3BI
H(pOPMATMOHHOM

YMeTh — GopMyIHpOBaTh  |0€30MAaCHOCTH O0OBEKTA

IIOCTAHOBKH 3a1a4 nH(pOpMaTH3AINY;

KPUIITOAHAIHN3a U HAXOJUTh

[TOJIXOJTBI K UX PEIICHUIO

BiageTts —

KpunTorpaduyeckon

TEPMUHOJIOTHUEH; METOAAMH

KpHUIITO-aHAN3a

POCTEHITUX MIH(PPOB;

COBPEMEHHOW HAyYHO-

TEXHUYECKOU JIUTEPATYPOU B

obmactn

Kpunrorpapuieckoi

3aIATHI

OIIK-9 MJ1-30I1K-9 |3HaTh — KI1acCHYECKHE Biageetr metogamMu u KomnokBuym

CHCTEMBI IU(PPOBAHUS.

3HATh — CUCTEMEI
mmdpoBaHus ¢
CUMMETPUYHBIM KITFOUOM.

3HaTh — aCUMMETPUYECKHE
CHCTEMBI IU(PPOBAHUS.

YMeThb — HCTIOJIL30BATh
OCHOBHBIEC MaTeMaTHUECKIE
METO/IbI, HCIIOJIb-3YEMBIC B
aHaIn3e THUIOBBIX
KpUNTOTpaUueCcKux
aJTOPUTMOB.

YMeTb — hopMynHpoBaTh
[MOCTAHOBKH 33124
KpUIITOAHAIN3a U HAXOJAUTh
TOJIXOBI K UX

CpelCTBaMH TEXHUYECKOH
3aIIUTHl THPOPMAITUH




Nupukatop nOCTHKEHUS
Wunexc TLtanupyemeLe pesyIbTaThl KOMIIETEHLIUH, C KOTOPBIM Cpencraa
Komnerennus iHMKaTOpA OOY9CHHS IO IMCLMIIIHHE | (oo o pyeMbIe OLEHKH
(3HaTs, yMeTE, BIaeTh) pe3ybTaThl 00yUeHUs
pEIIeHUIO.
BitageTs — MeTOmaMu
KpUIITOAHAIN3A
MpocTeHINX MUPPOB.
3. O0bem u BUABI Y4eOHOIl padoThI
Pacnpenenenne
o Bcero 10 CEMECTPaM B yacax
Bun yuebHoit paboTsl
4acoB Howmep cemectpa
6
1. IIpoBenenne yueOHbBIX 3aHATUH (BKJIIOUAs IPOBEIC- 64 64
HUE TEKYIIIETO KOHTPOJISI YCIIEBAEMOCTH) B hopMe:
1.1. KonTakTHas ayauropHasi pabota, U3 HUX:
- texruu (JI) 28 28
- maboparopHusie paboTsl (JIP)
- IPaKTUYECKHUE 3aHATUS, CEMUHAPHI U (UITN) IpyTHe 32 32
BU/IBI 3aHATUI ceMuHapckoro tuma (I13)
- KOHTpOJIb camocTosiTenbHOoi paboThl (KCP) 4 4
- KOHTPOJIbHAs paboTa
1.2. CamocTtositenbHas padora ctynertoB (CPC) 116 116
2. IlpoMexxyTouHas aTTecTanus
DK3aMeH 36 36
JlnddepeHnmpoBaHHbIN 3a4eT
3auer
Kypcogoit mpoexrt (KIT)
Kypconas pa6ota (KP) 18 18
OO611ast TPy 10EMKOCTh AVCIUTUINHBI 216 216
4. Conepxxanue IMCUUIIMHBI
O6bem
OO0beM ayIUTOPHBIX BHEAYIUTOPHBIX

HaumenoBaHue pa3aenoB TUCIUTUIMHBI C KPAaTKUM
COJIEp)KAHUEM

3aHATHH 110 BUJAM B Jacax

3aHSITHH 110 BUJAM

B Hacax

1 | nap | m3

CPC

6-ii cemecTp




HawnmenoBanue pa3aciioB JTUCHUIIIIMHBI C KPATKUM
COJIep)KaHUEM

O06beM ayTUTOPHBIX

3aHATHH I10 BHUJaM B 4yacax

O0BeM
BHEAyIUTOPHBIX
3aHATHN 110 BUIAM
B Yacax

JI

JIP

I13

CPC

Benenue B kpunrorpaduro

4

0

4

10

Tema 1. U3 ucropum xpunrorpaduu. [Ipocreitmme
mdpsel 1 ux cBoiicta. udpsl 3ameHb! 1
nepectaHoBkU. KoMmnozummu mmmdpoB. OCHOBHBIE ATAIIbI
CTaHOBJICHHsI KpUnTorpaduu Kak HayKu. XapakTep
KpunTorpaguyeckon AesTeIbHOCTH.

Tema 2. OTKpBITBIE COOOIICHNS U UX XapaKTePUCTUKH.
Buer nHbOpMaIim, o jIeKaIife 3aKphITHIO, UX
MOJIeNIM U CBOICTBA. YacTOTHBIE XapaKTepUCTUKU
OTKPBITBIX co00MmeHuil. Kpurepun Ha OTKPBITHINA TEKCT.
OCOOEHHOCTH HETEKCTOBBIX COOOIIECHUIA.

Tema 3. OcHoBHBIE OHATHUS Kpuntorpaguu. Moaenu
m@pos. biiounsie n norounslie mudpsl. [lonsrue
KPHUIITOCUCTEMBI. Py4yHbIe U MallTMHHBIC MU PHIL.
KiroueBas cuctema mudpa. OcHOBHBIE TpeOOBaHUS K
mudpam.

OCHOBHBIE KJIACCHI LIM(PPOB U UX CBONCTBA

15

Tema 4. ILM®PHI IIEPECTAHOBKU. Pa3snoBuaHoctu
mr(pOB NePeCTAaHOBKH: MapIIPYTHBIE, BEPTUKAIBHBIC
MepeCcTaHOBKH, peIIETKU U 1abupuHThl. Kpunroananus
m1(pOB MEPECTaHOBKH.

Tema 5. ILIM®PbI 3BAMEHBI. OnnoandasurHsie u
MHOTO0aJI(haBUTHBIE 3aMeHBI. BOIpOoCkl KpunToaHanmusa
npocTermux mu@pos 3ameHbl. CTaHIapTHBIC
QJITOPUTMBI KPUIITOTpapUUECKOl 3aIUThl JaHHBIX.
CoBpeMeHHbIE€ CUCTEMBI IIN(POBAaHUSA (CUMMETPUYECKUE
U aCUMMETPHUYECKUE).

Tema 6. TIOTOYHBIE HIN®PHI. Tabnuunoe u
MOJTyJIbHOE TaMmMupoBaHue. CiydaifHbie 1
MCeBAOCITyYaiiHbIe TaMMbl. KpurnrorpamMmmer,
MOJTy4YeHHBIE TIPY TOBTOPHOM HCIIOJIb30BaHUU KITIOYA.
AHaJIM3 KPUIITOTPAMM, TIOJTYYEHHBIX TPUMEHEHUEM
HEpaBHOBEPOSATHOU raMMbl. CUHTE3 U aHAU3
KpUNTOrpauuecKuX alfOPUTMOB: KJIACCUYECKUE

M pol, TH(PH TaAMMUPOBAHUS U KOJIOHHOW 3aMEHBI.

Hanexxnocts mudpos

18

Tema 7. TEOPUA KIHNEHHOHA. Teopetuxo-
MH(QOPMALMOHHBIN MOIXO0 K OLIEHKE KPUITOCTOMKOCTH
mudpos. Kpunrorpagudeckas cToRKOCTb MUGPOB.
HanexxHocTh Kimtodeid u coodmeHmid. CoBepIeHHbIE
mrpsl. be3yciioBHO cTOMKNE M BEIYUCIUTETIHLHO
cToiikue mudpsl. Bormpocs! npakTuyeckoi CTONKOCTH.
M30BITOYHOCTD S3bIKA U PACCTOSIHUE €TUHCTBEHHOCTH.
Tema 8. UMHUTOCTOMKOCTD IIN®POB. Nmurtamus
U 110IMEHa co0oOIeHns. XapaKTepUCTUKH
MMHTOCTOMKOCTH. MeTo/ibl 0OecneueH s
MMHUTOCTOMKOCTH MmN poB. CoBepLICHHAs




O0BeM

O06beM ayTUTOPHBIX BHEAYIUTOPHBIX
HammenoBanue pasesoB JUCIUTUIMHEI ¢ KPATKUM 3AHSATHIA 10 BHIAM B YacaX |3aHsTHi 10 BHIAM
coJiepKaHueM B qacax
J JIP 13 CPC
UMUTOCTOUKOCTH. Kol ayrenTHduKami. OCHOBHBIE
METO/IbI AU POBAHUSI.
Tema 9. [IOMEXOYCTOMUYMBOCTDH HIN®POB.
XapakTepUCTUKU TOMEX0YCTONUYNBOCTH.
Xapakrepuzaus muQpoB, He Pa3MHOKAIOIINX
MCKa)KEHH THIIa 3aMEHBI U TIPOITyCcKa OYKB.
[TpUHINTIBI TOCTPOCHUS KPUITOTPAPUISCKUX 10 0 10 35

aJITOPUTMOB

Tema 10. PEAJIM3ALINA KPUIITOI'PAGUYECKUX
AJITOPUTMOB. OcHOBHBIE CIOCOOBI peau3aius
KpUNTOrpauuecKuX aITOPUTMOB U TpeOOBaHUS,
MpeIbsIBISIEMbIe K HUM. Pa3imane Mexmay
MPOrpaMMHBIMU U aIMapaTHEIMHA PeaTU3aIUsIMU.
[Iporpammubie peanu3zaruu mudpos. [IporpamMmuo-
anmapaTHas peaqu3alus COBPEMEHHbIX
Kpuntorpapuiyeckux cxeM u cucreM. OcobeHHOCTH
MCIIOJIb30BaHMsI BHIYMCIUTEIbHOW TEXHUKU B
kpunrorpagun. CoBpeMeHHbIE KPUIITOrpadUIeCKue
nHTepdelicel. Kpunrorpadudeckne cTaHIapThl.
Crannaptsl cuctem mmdposanust (DES, TOCT 28147-
89). Bonpocs! cunTe3a mmdpos.

Tema 11. BOITPOCBI CUHTE3A TEHEPATOPOB
CIIYYANUHBIX U IICEBJAOCIYYANHBIX
[TOCJIEJIOBATEJIBHOCTEN. Metoas! notyuenus
CITy4alHBIX U IICEBOCTYYalHBIX MTOCIEA0BATEIbHOCTEM.
Peructpsl ciaBura ¢ 00paTHOH CBSA3b10. JIMHEHHBIN
KOHTPY3HTHBIN MeTOA. MyJIbTUIIIEKCOPHBIE
MoCIIe10BaTeNbHOCTH. [IpoBepKa mocTpoeHHOM
[10CJIE/JOBATEIbHOCTH Ha CITy4aifHOCTb.

Tema 12. Meroabl yCIIOKHEHUS TOCIIEA0BATEIbHOCTEH
[ceBoCcIyYaiiHbIX yncen. CBA3b MEXAY KaueCTBOM
MOCIIEI0BATENIbHOCTEMN, MOTYYEHHBIX C ITOMOIIBIO
HEJIMHEHHBIX PErMCTPOB CABUIa U XapaKTEPUCTHUKAMU
¢bynkuun ycnoxHenus. [IpuMeHeHne TUCKpETHBIX
GYHKIHHA [T yCITOKHEHUH MTOCIIeI0BATEIIHHOCTH.
Paznuunble criocoObl 3a0aHus TUCKPETHBIX (DYHKINH.
Tema 13. MeTozp! aHanu3a KpUnTorpapuuecKux
anroputMmoB. [loHsiTue kpunToaraku. Buasl kpunroarak.
Knaccudukanus kpunroarak. MeTo sl aHaIn3a
KpUNTOrpauyeckux arOpuTMOB: IEpedop KITIOUeH,
METO/]] «BCTPEUU MOCEPEUHEY, IMHEaApU3aLUs
ypaBHEHUH MUPPOBAHNUS, OECKIIIOYEBBIE METOIBI.
Oco0eHHOCTH KPHUIITOAHATN3a OJIOYHBIX MHUPPOB.
Kpunrorpadudeckre mapamMeTpsl y3JI0B B OJIOKOB
mdpatopoB. OCHOBHBIE IPUHIIHITBI ITOCTPOCHUS
KPUNITOAITOPUTMOB (BBIOOp TPYMIIBI IUGPA,
napameTpoB [1CII, mapameTpoB PyHKINN YCTOKHEHHS)
Tema 14. CUCTEMbI HIMD®POBAHUA C
OTKPBITBIMU KIIIOYAMMU. [TonsiTHE OIHOCTOPOHHEH
(GYHKIUY 1 OJJHOCTOPOHHEH (QYyHKIHH




HawnmenoBanue pa3aciioB JTUCHUIIIIMHBI C KPATKUM
COJIep)KaHUEM

O06beM ayTUTOPHBIX
3aHSTHI 10 BHIAM B 4acax

O0BeM
BHEAyIUTOPHBIX
3aHATHN 110 BUIAM
B Yacax

JI

JIP

I13

CPC

c «azeiikoit». Kpuntocucremsl RSA u Onb-"amans.
[IpoOnembl pakTOpH3aMY HETBIX YUCET U
norapu(MUpOBaHus B KOHEUHBIX MOJISIX. CeKpeTHbIe
XapaKTEPUCTUKU B CUCTEMAX C OTKPBHITHIM KIIFOUOM.
[TpenmMyIiecTBa aCCUMETPUYHBIX CHCTEM UG POBAHUSI.
BeposTHOCTHOE MU(ppOBaHHE.

Kpunrorpapudeckue mpoTOKOJIbI

35

Tema 15. MOJEJIM KPUIITOI'PAOUYECKUX
[TPOTOKOJIOB. CrnoxxHOCTh KpUnTOrpadhudecKux
anroputMmoB (Teopema Kyka, NP-nonnora).
Kpunrorpagpuieckre mpoToKOJIbl, IPOTOKOJIBI C
HyJIeBbIM pa3riamienueM. OcHOBHbIE puMepbl. CBA3b
CTOHKOCTH MPOTOKOJIA CO CTOMKOCTBIO 0a30BOi
kpunrorpapuieckoit cucremsl. Knaccudukarus
KpUNTOrpaUIecKuX MPOTOKOJIOB.

Tema 16 DJIEKTPOHHA A LIMDOPOBASA ITOAITNCH
(BLIT). IMonstre DI, Crangapter SLIT.
OpnHOoHanpaBiIeHHbIE (PYHKIIMUA U METOIBI HX
[HOCTPOEHUS.

Tema 17.IIpoTOKOIBI yCTaHOBJIEHHS TOJJIMHHOCTH.
[TaponbHbIE cUCTEMBI pa3rpaHUYEHMSI JOCTYyNA U
MIPOTOKOJIBI «PYKOIOKATUS». B3anMOCBA3b MEX Iy
npoTokonamu ayreHTudukanm u DI

Tema 18. IIpoToOKOIIBI yIIpaBICHHS KIIOYaMH.
[TpoTokomnsl ceprudukanuu Kiroden. [IpoTokonst
pacrnpeneneHus kiouei. OTKpBITOE pacnpeesieHre
kiouert {udpou-Xsnmana u ero Mmoauduxarms.
[Tpotokomnst Oakley, ISAKMP.

SaKIIOUYeHNE

3AKJIFOYEHMUE. [Ipo6aeMbl 1 epCrieKTUBBI

WCCIIEJIOBAHUIN B 00JIACTH COBPEMEHHOM KpumTorpaduu.

KsanroBas kpunrorpadus. Creranorpadusi.
Hepemennsle 3agaun. toru u3yueHus Kypca.

UTOI'O no 6-my cemecTtpy

28

32

116

NTOI'O no nucuuiuinee

28

32

116

TemaTrka MPUMEPHBIX MPAKTUYECKUX 3AHATHU

HanMeHoBaHUEe TeMbI MPAKTUYECKOT0 (CEMUHAPCKOI0) 3aHATHS

1 |[Ipocreiimue mudpsl 1 UX cBoicTBa. THIBI aTak. ATaKd, B OCHOBE KOTOPBIX JICKUT MapasioKe

3aJjauyl O THAX POXKIeHHUs. [[BycTopoHHME aTaku. YpoBeHb Oe3omnacHocTH. OCBOCHHE IPOLIECCOB
3amudpoBaHus U paciinpoBaHus sl MPOCTEUIIHNX MHU(POB.

2 'YacTOoTHBIE CBOMCTBA OCMBICIIEHHBIX COOOIIEHUIA.

3  |Kpunroanamus mmgppa oqHOOYKBEHHON MPOCTON 3aMEHBI.

4  |[Kpunroananu3 mmdpa «pemerka Kapmanoy.




HaunmeHoBaHUe TeMBbI MNPaAKTHIECCKOI0 (CeMI/IHaPCKOFO) 3aHATUA

ILIL.

5  [BckpsiTue mudpa BepHama rnpu moBTOpHOM UCHONb30BaHUU Kitoda. Kpunroananus mudpa
Buxenepa.

6  |IHudpsl, ocHoBaHHBIE Ha anroputMme Daiictens. PyHkus payHaa. Peanuzanus yHKmu
payHaa. TpaguHOHHBIE CUMMETPUYHbIE 0JI0Y-HbIE MNP

7  |PacyeT MeToAa BCTPEYHBIX aTakK.

8 |KanampHOe U ckBO3HOE MH(ppoBaHUE. YTIpaBICHUE CEKPETHBIMU KITt0-uaMu. Kpunroanamus
PAaCCMOTPEHHBIX AJITOPUTMOB CUMMETPUUHOTrO mudpoBanus. Pasmep kiroua.

9  |Hudpossie noanucu. YpasieHue kiodamMu. B3nom kimoga. Cornaco-BaHue Kirouei ¢
MOMOIIBIO Mapodisl. amuiieHnbie pynkuuu xsmmpo-sanus. HMAC. SHA. MDS. RIPEMD.
UMAC.Kpunrorpadusi ¢ OT-KpbITBIM KJIIOUOM.

10 |O6men kmouamu. Cxema uddu-Xennmana. I[Iporokon oomena kimto-uamu Oakley, ISAKMP.

11 |Cepsepsl kimtoueii. Cuctema Kerberos. Cepsuc ayrenruduxammu X.509.

12 |Croxactuyeckoe npeobpazoBanue nnpopmauu. R-6moku. 'ammuposanue. BepostaoctHoe
muQpoBaHue.

13 |U3yuenue cucremsl PGP.

TemaTuka NpUMEpPHBIX KypCOBBIX TPOEKTOB/padboT

Ne
- HanMeHOBaHUE TeMBbI KYPCOBBIX MPOEKTOB/PadoT

1 |[Ipumep peanusanuu 3aUThl HHPOPMALIUH HA MIPEIIPUATHH (TIpEICTaBUThH CBOM BapuaHT 110
MMO3BOJISTIONIETO 3AIUTUTH CEKPETHBIC TAaHHBIC OT HECAaHK-IIHOHUPOBAHHOTO KOTIMPOBAHMS, B
KauecTBe BapuaHTa WCIOIB30BATh Mpen-npusitue, paboraromee Ha 1C, HE UCKITIOYATh
MCIIOJIb30BaHME KOMTUPOBAaHUS HH(POPMALIUK Ha SIEKTPOHHBIE HOCUTENH U BbIX0/ B IHTEepHET).

2 |bpannmayaspsl.

3 |Tposinckue xoHH. [IpuHnun geiicTBus. 3ammuTa

4  |Yepsu. [Ipuniun peicteus. 3amura

5  [KpunrocucTeMsl ¢ OTKPBITBIM KIIFOUOM (aCCUMETPUYHBIE).

6  |CoiicTBa KOHCTPYKIINM 0€3yCIIOBHO CTOWKHUX MH(poB, HazBaHHBIX K.IlleHHOHOM
COBEpIICHHBIMH, IO OTHOIICHHUIO K PA3IMYHBIM KPHUIITOATA-KaM.

7  |KBanTOBas kpunTorpadus.

8  [[Mudpoas noanuck. Peanu3anus. [1nrockl 1 MUHYCBI €€ UCTIOJIE30BAHMS.

9 |BepositHOCTHOE MH(POBAHHE.

10  |Kpunrorpaduueckoe cxarue. AITOPUTMBI CKaTHsI TaHHBIX. AprU(pMeTHYecKoe KOAWPOBAaHUE.

11 |bectipoBoanbie cetn. Ataku. MexaHn3Mbl oOecriedeHus 3amuThl HH-popmanuu. [Iporokonr WEP.

12 |[locnemuue pa3paboTku B kpunrorpaduu (pazdop coBpeMEeHHEHIITNX MOAX010B K MU(pOBaHUIO,
HCKJII04asi KBAHTOBOE).

13 |Monenb 06pabOTKH COOOIIECHHI 1 3alUTHI OJIb30BATENs. Y IPaBICHHE JOCTYIIOM Ha OCHOBE
[pEeICTABICHUI.

14  |Pexxum cueruieHus mM(POBaHHBIX OJIOKOB. DIEKTPOHHAS MU(PPOBaIbHAS KHUTA.




5. Opranu3anMOHHO-NIEAATOrHYECKHUE YCIOBUA

5.1. O0pa3oBaTre/ibHbIE TEXHOJIOT UM, HCIIOJIb3YyeMble 1151 (OPMHUPOBAHUA
KOMIIeTeH Ui

[TpoBeacHME NEKIIMOHHBIX 3aHITHIA MO JUCIMILIMHE OCHOBBIBACTCS HA aKTUBHOM METOJ]Ie 0OyYeHUS,
[P KOTOPOM y4allldecs HE MACCUBHBIC CIyIIAaTeNH, a aKTHBHBIC YYACTHHUKHU 3aHSATHS, OTBEYAIOIIME Ha
BOIPOCHI TpernojiaBarelisi. Bompockl mpenogaBaTensi HaleleHbl Ha aKTUBHU3AIUIO TPOIECCOB YCBOCHUS
MaTepuasa, a TakKe Ha pa3BUTHE JIOTMUECKOro MblieHus. [IpernogaBaTens 3apaHee HaMe4aeT CIUCOK
BOHpOCOB, CTI/IMy.]'H/Ip}IIOHII/IX ACCOMATUBHOC MBINIJICHUC U yCTaHOBJ'IeHI/Ie CBH3CI71 C paHee OCBOCHHBIM
MaTepralioM.

[IpakTrueckne 3aHATHS TPOBOJATCS HAa OCHOBE peallM3allMk MeToja OOyYeHHs JICHCTBHEM:
OnpeAeNsoTcs MpobiaeMHble 00acTi, popmupyrores rpynnsl. [Ipu npoBeneHUN MPAKTUYECKUX 3aHATHI
MpeCcIeayOTCA CIEeAYIONINE 1EeNU: TPUMEHEHUE 3HAHUN OTAENBHBIX AUCIUIUINH U KPEATUBHBIX METO/OB
711 peleHust Mpo0JieM U MPUATHS PElIeHU; oTpaboTKa y 00yJaronuxcs HaBbIKOB KOMaHJIHONH PaboThI,
MEXJIMYHOCTHBIX KOMMYHHUKAIIMA W Pa3BUTHE JIMJICPCKUX KAa4YECTB; 3aKPEIUICHHE OCHOB TEOPETHUUYECKHX
3HAHUH.

[Ipu nmpoBeneHun y4eOHBIX 3aHITUIH UCIIONIB3YIOTCS HMHTEPAKTUBHBIC JIGKIIUH, TPYIIIOBBIE JHCKYCCHH,
pOJIeBLIe I/IprI, TpeHI/IHFI/I 1 aHAJIN3 chyauHﬁ 1 UMUTAIIUOHHBIX Moneneﬁ.

5.2. MeTtoguueckue yKazaHusl JJisl 00y4aOUIMXCS M0 U3YYEHUI0 TUCIATITHHBI

I[Ipy w3yyeHWM  AUCIUIUIMHBI  OOYYarOMIMMCS  IEJIeCO00pa3sHO  BBIMOJHATH  CIICAYIOIIHNEC
PEKOMEH AL

1. U3yuenune yueOHOM TUCIUTIITNHBI JOJKHO BECTHCH CHCTEMATHUECKH.

2. Ilocne w3yueHuss Kakoro-nubo pasfena Mo y4eOHWKY WJIM KOHCICKTHBIM MaTepuaiaM
PEKOMEHIYETCS IO TaMSATH BOCIPOU3BECTH OCHOBHBIE TEPMHUHBI, ONIPEACIICHUS, TOHATHA pa3aena.

3. Ocoboe BHUMaHHE CIEIYET YICIUTh BBIMOJHEHUIO OTYETOB IO TPAKTUYCCKUM 3aHATHSIM U
WHIMBHTyaJIbHBIM KOMIUIEKCHBIM 33/IaHUSIM Ha CaMOCTOSITENIEHYIO paboTy.

4. Bcs TemaTrka BOIIPOCOB, M3y4aeMBIX CaMOCTOATENBHO, 3aJaeTCsl Ha JIEKIHUSIX TPErojiaBaTesieM.
WM >xe MaroTcsl UCTOYHUKH (B TIEPBYIO OYepe/lb BHOBD M3[aHHBIC B TIEPUOUICCKON HAYUYHOU TUTEpaType)
17151 60J1ee IeTaTbHOTO TIOHMMAaHUS BOITPOCOB, 03BYYCHHBIX HA JICKITHH.

6. Ilepeyenb yueOHO-MeTOANYECKOT0 M HHPOPMALMOHHOT0 00ecIeYeHUs
JJIA CAMOCTOSATEILHOM PadoThl 00YYAKIIUXCS 10 M CHUIINHE

6.1. IleuaTHas yueOHO-MeTOANYECKAS JJUTEPATYPA

bubnuorpaduueckoe onucanue KomuectBo
Ne i/ (aBTOp, 3aryaBue, BUJ U3/IaHUS, MECTO, U3/1ATEIBCTBO, 3K3EMIUISIPOB B
TOJ] U3/IaHUs1, KOTMIECTBO CTPAHMII) oubnnoTexe

1. OcHoBHas JuTEpaTypa

1 ["amkoB C. b. Kpunrorpaduueckne MeTo b1 3aUTHl HHOOPMAIIHY : 8
yaeOHOoe mocooue st By3os / C. b. 'amkos, D. A. [Ipumenko, M. A.
Uepennes. - Mocksa: Akanemus, 2010.

2 Jlanunos A. H. MaTemaTtnyeckue OCHOBBI KPUIITOJIOTUU U 64
KpHUnTorpadguieckue MEeToIbl M CpecTBa obecrieueHust HH(POPMALMOHHON
Oe3omnacHocTH : yaeoHoe mocodue / A. H. Jlanunos, E. JI. KpoTosa, 0. H.
JIunun. - [lepmb: U3p-o III'TY, 2008.

3 [anunoB A. H. [IpakTtukym no kypcam MaTeMaTu4ecKue OCHOBBI 59
kpunronoruu U Kpunrorpadudeckne MeToIs M cpeIcTBa 00eCTIeYeHUS
nH(GOPMAITMOHHOM Oe30macHoCTH : yueOHoe mocodue / A. H. [lanunos, E.
JI. Kpotoga, 0. H. JIunus. - [Tepms: U3n-so III'TY, 2008.
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4 Psa6ko b. . Kpuntorpadpuyeckue metonpl 3amuThl HHGOPMAIIH : 25
yueOHOe mocobue aiist By3oB / b. 5. Psa6ko, A. H. ®uonos. - Mockaa:
["opsiuas nmunus-Tenexom, 2015.
5 Cwmapt H. Kpunrorpadus : nep. ¢ aurin. / H. Cmapt. - Mocksa: 5
Texnocdepa, 2006.
2. JlonoJiHMTEBHAS JTUTEPATypa
2.1. YueOHble U HAYUYHbIE U31aAHUS
1 Pozanos 0. A. Ciiyuaitasie iporiecchl. Kpatkuii kype : yaeOHoe mocobue 4
mutst By30B / FO. A. Po3zanoB. - Mocksa: Hayxka, 1971.
2 U. 1. - Tomck: , B-Cnextp, Uzn-so TYCVYP, 2006. - (CnenuanbHbIe TIIaBbI 5
MaTemaTtukd. (MaremaTHueckrue OCHOBBI KpUNTOrpadun) : yaeoHoe
nocobue; Y. 1).
3 4. 2. - Tomck: , U3n-Bo TYCVYP, 2005. - (CienmaiibHBIE TTIaBbI 5
MaTteMaTuku. (MaTeMaTH4YeCKHue OCHOBBI KpUNITOrpadgum) : yueOHoe
mocobue; Y. 2).
2.2. llepuonnueckue U3aaHus
1 |BCCTHI/IK YP®O. be3onacHocTh B UHPOpMAILIMOHHOMN cdepe | 10
2.3. HopMaTHUBHO-TeXHHYeCKHe U3IAHUS
| He ucnons3yercs |
3. Metoauueckue yKa3aHus AJs CTYJAEHTOB [0 OCBOCHHUIO AU CHMIIJIMHbI
| He ucnons3yercs |
4. Y4eOHO-MeTOAUYECKOe 00ecliedeHue CaMOCTOSITeILHOM PadoThl CTy/IeHTa
1 |yI/IJIb$IM Cromnunre "OcHOBBI 3aUIUTHI ceTei"” | 5
6.2. DiieKTpOHHAas1 Y4eOHO-MeTOANYeCKasl JuTepaTypa
HocTtynHocTh
(cers UnTepuer /
HaumenoBanue Cchuika Ha
Brn nrepatypel a3paboTKu UH(pOPMAIMOHHBIN pecypc HIOKaIbHa CeTh,
pasp p peeyp ABTOPU30BaHHBIH /
CBOOOIHBIH JJOCTYTI)
Jlononautensaas [AJITOPUTMBI BJIOYHOM https://elar.urfu.ru/bitstream/ [cets HTEpHET;
uTeparypa KPUIITOI'PAOUU 10995/28062/1/978-5-7996- |cBoOOAHBIN AOCTYII
0934-4.pdf
JlononuutenbHass |Maun?ctpenko, H. B. OcHoBbI http://elib.pstu.ru/Record/ipr |1okanbHas ceTh;
nTeparypa TeOpuu UH(pOpPMALIUU U books94362 aBTOPHU30BAHHBIM
kpuntorpaguu : yaeOHoe nocooue / OCTYII
H. B. Mau?ctpenko, A. B. Man?
cTpeHko. - TamOoB: TamOoBCKUM?
TOCYJapCTBEHHBIN? TEXHUYECKUH?
yausepcutet, ObC ACB, 2018.
OcHoBHas [Ipoxoposa O. B. http://elib.pstu.ru/Record/lan |1okansHas cets;
nTeparypa WNudpopmarmonnas 6e3onacHocts 1 [RU-LAN-BOOK-133924  |aBTOpH30BaHHBIN
3amuta nHpopmaruu / [Ipoxoposa OCTYTI
O. B. - Cankr-IlerepOypr: Jlans,
2020.
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HocTynHocTh
(cets UHTEpHET /
HaumenoBanue Ccblika Ha
Bu smreparypst pa3paboTKu UH(OPMAIIOHHBIH pecypc R
aBTOPH30BAHHBIN /
CBOOO/IHBIN JJOCTYTI)

YaeOHO- JlaamoB A. H. IIpaktukym mo http://elib.pstu.ru/Record/RU|nokansHas ceTs;
METOAMYECKOE kypcaMm "MartemaTtnueckue ocHoBsl [PNRPUelib2790 CBOOO/IHBIN OCTYTI
obecrnieueHne KPUNTOJIOTHU" U
camocrostensHol |'Kpunrorpadpudeckue METOIbI U
paboTHI CTYACHTOB [cpeicTBa oOecrieueHus

nH(OpMaIIMOHHOHN O6e30macHoCTH" :

yaeoHOoe ocooue / A. H. Jlanmios,

E. JI. Kporoga, 1O. H. JIunus. -

[Tepmb: U3n-so III'TY, 2008.
YaeOHO- Huxndopos C. H. Metozsr 3amuts! [http://elib.pstu.ru/Record/lan [mokanbHas ceTp;
METOAMYECKOE nHpopmaru. [npposanne RU-LAN-BOOK-114699  |aBTOpH30BaHHBIN
obecrnieueHne MaHHBIX : yueOHOe mocodue / OCTYTI
camocrostenbHor [Hukudopos C. H. - Cankr-
paboTsl cTyaeHToB ([lerepOypr: Jlans, 2019.

6.3. JIuneH3noHHOE M CBOOOJHO PACIPOCTPaHsieMOe MPOrPaMMHOe odecriedeHue,
HCIO0JIb3yeMoe MPH OCYLIEeCTBJIEHUH 00Pa30BaTe/IbHOIO Mpolecca Mo AUCHUuIInHe

Buzg I10O

Haumenosaunue [10

OHepaLlI/IOHHBIe CHCTCMbI

Windows 10 (moam. Azure Dev Tools for
Teaching)

OducHbIC TPUTOKEHHS.

Microsoft Office Professional 2007. yui.
42661567

[TpuxitagHOE IpOTpaMMHOE OOecTIedYeHre 00IIeT0 Ha3HAYSHHS

Dr.Web Enterprise Security Suite, 3000
i, [THATTY OLIHUT 2017

HpHKnaz[Hoe IMporpaMMHOC obecrieyeHue 06]].[61"0 Ha3Ha4YCHUA

MATLAB 7.9 + Simulink 7.4 Academic,
I[THUITY 2009 r.

[IpuknagHoe mporpaMMHoOe oOecrieueHre 00IEero Ha3HAUYCHHUS

PGP v.8 (Freeware)

6.4. CoBpemMenHbIe IpodeccnoHabHbIE 0a3bl JAHHBIX 1 HH(POPMALIUOHHBIE
CIIPABOYHbIE CUCTEMBbI, HCIIOJIb3yeMble MPH OCYIIeCTBJIEHUH 00Pa30BaTEJIbHOIO

nmponecca nmo IMCIuuIlJInHe

HanmenoBanue

Ccpinka Ha HTHQOPMAIIMOHHBIN pecypc

basza manasix Web of Science

http://www.webofscience.com/

Hayunas 6u6nuoreka [lepMckoro HaroHaIBLHOTO http://lib.pstu.ru/
MCCIIEZI0BATEIECKOTO IMTOJUTEXHIUECKOTO YHUBEPCHTETA
DIEKTPOHHO-O0MOHoTeueas cucrema Jlanb https://e.lanbook.com/

DnekTpoHHO-O0nOmoTeuHas cuctema [PRbooks

http://www.iprbookshop.ru/

WNudopmarmonnsie pecypesl Cetn Koncynsrantlmroc

http://www.consultant.ru/
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7. MarepuaibHO-TeXHHYECKOe o0ecnevyeHne 00pa3oBaTeibHOI0 nmpomecca mno

JTUCIUIIIINHE

Bun 3anaruit

HaumeHoBanue H606XOI[I/IMOFO OCHOBHOI'O O6OPYI[OB3HI/I}I
U TCXHUYICCKUX CPCACTB OGy‘ICHI/IH

KonnuectBo equHui

KypcoBas pabota [TpoekTop 1
Jlexmusa Jlocka 1
Jleknusa KomnbroTep 1
Jlexmus [IpoekTop 1
[IpakTiyeckoe [locka 1
3aHITHE

8. DoHI OLIEHOYHBIX CpeaACTB IMCIUIIIMHBI

|OHI/IC21H B OTACJIBHOM JJOKYMCHTE
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